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1. O01mee onucanue

[Iporpammubiii  komiieke «Omneka u  mnomneuutenbctBo» (manee — 1IK)
UCIIONIb3YyeTCsl 111 GOPMUPOBAHUS M BEACHUS CIIUCKU FPAXKJaH, KOTOPhIE HYKIAI0TCs
B OIEKE /MONEYUTENIbCTBE/YCHIHOBICHUHM, a TaKkKe Tpak/aH, >KeJalollhe CTaTh
ONEKYHAMU/TIOTICUUTENSIMU/YCHIHOBUTEIISIMU, B TOM 4YHCJIE BEll Y4YeT 3asBOK IO
OTIEKE/TIOTICYUTENbCTBY/YCHIHOBIICHHUIO.



2. Texanueckoe onucanue INK

[IporpaMmMHBIN KOMILUIEKC MOCTPOEH IO TPEX3BEHHOW apXUTEKType Ha Mono
software platform, u QyHkIMOHUpYET B cpenie Linux COBMECTUMBIX ONEPAIIMOHHBIX
CUCTEM.

[Iporpammuo-Texuuyeckoe pemenre [IK  peanuzoBaHo Ha  OCHOBE
TPEX3BEHHOM apXUTEKTYpPbl, BKIIIOUAIONICH B ceOs:

— YpOBEHb XpaHeHUs U 00paboTku maHHbIX: PostgreSQL Server;

- ypoBenb npuinoxenuii: NGINX u Mono software platform;

- YPOBEHb MPEJCTaBICHUS JaHHBIX: Opay3ep Ha KIMEHTCKOM MallnHe.

Hoctyn mnonb3oBareneid k IIK ocymiectBisieTcs MmO MNPUHIUNY «TOHKOTO
KJIMCHTa.

YcTanoBKa MOXET ObITh BBITIOJIHEHA IO OJTHOMY U3 CIICTYIOIINX BApUAHTOB:

1) OmHOMAaIIMHHAS YCTAaHOBKA

Bce tpu komnonenTta — PostgreSQL Server, NGINX, Mono u IIK — gomkHb
OBITh YCTAHOBJICHbl Ha OJHOM MarmunHe. B 3TOM ciiyyae cucTteMa yCTaHOBJIEHA M
paboTtaeTr Ha oiHOM MamuHe. JIokanbHas ceTh He TpeOyeTcs.

2) YcraHoBKa B HeOONbIIHX ceTaX (10 200 pabounx mMecT)

B ceru opranmsyercs cepBep, Ha KOTOpPBIA YCTAHABIMBAIOTCS CEpPBEPHBIE
koMrtoHeHTHI — PostgreSQL Server, NGINX, Mono u I1K.

KineHTCKMil KOMIIOHEHT - Opay3ep — HaXOAUTCS Ha KaXKJoM pabodyemM MecTe B
CETH, M C HETO MPOUCXOAUT MOJKIIOUEHUE K CEPBEPY.

3) VYcranoska B 110/le (200-2000 pabounx mecT)

B [IO/le pazBopaunBaeTtcs 2 cepBepa:

e cepBep npuioxenuit — Ha Hem yctanaBnuBaercs NGINX, Mono u [1K
e cepBep 0a3 manHbIX PostgreSQL Server.

KineHTCKuil KOMIIOHEHT - Opay3ep — HaXOAUTCS Ha KaXKJoM pabodyemM MecTe B

CETH, U C HETO MPOUCXOAUT MOJKIIOUEHUE K CEPBEPY MPUIIOKEHUM.



3. IlporpaMmmHuble U annapaTHble TPEOOBAHUS

Tak kak TexXHUYECKHE TpeOOBaHUS M3MEHSAIOTCS IOCTOSIHHO, TO HUXKE
MIPUBEJICHBI TpeOoBaHUsI B 0000IEHHOM BHje Mo coctosiHuio Ha 2021 rom. s
MOJIYYeHUS aKTyaJIbHBIX TpeOOBaHUM 00paTUTECH K pa3pabOTUUKY.

[IK obGecneunBaeT paboTy CHENUATUCTOB ¢ 0a30i AaHHBIX Ha CIEAYIOIIEM
TEXHUYECKOM 00eCrIeUeHUH:

1) Cepsep npuiioxeHuii (BeO-cepBep):

e 16 simep, 16 I'6 RAM, cBoGogHOTO MecTa Ha aucke oT 2501°6;

e Linux OS (Linux- coBMeCTHMbIC ONEPAIIMOHHBIC CHUCTEMbI TaKHE Kak
Ubuntu Server 20.04, Debian 10, Astra linux), Nginx;

2) CepBep 0a3 TaHHBIX:

e A48 sanep, 128 '6 RAM,;

e HDD o6nemom 1T6 SSD, oGecreunBaromuii MpON3BOIUTEIHFHOCTh HE
HIDKE: TociefoBaTelnbHOe uTeHue/3anuck: 400MoOut/c, ciydaitHoe
MHOTOIIOTOYHOE uTeHHe/3anuch (01oku 4K): 80Mb/s;

e Linux OS (Linux- coBMecTHMBIC ONEpAIMOHHBIC CHCTEMBI TaKUE Kak
Ubuntu Server 20.04, Debian 10, Astra linux);

3) ABTOMAaTU3UpPOBAaHHBIEC pabOYKe MeCTa MOJIb30BATEIEH:

o 32-paspsanblii (x86) umu 64-paspsaaHbiii (X64) mpoIeccop ¢ TaKTOBOH
yactoTod 2 I'T' nim BeIIe;

e 2 I'b (ana 32-paspsnHort cuctembl) wiu 4 I'b (mns 64-paspsaHoit
CHUCTEMBI) OTIEPATUBHOM MTaMSITH;

o 16 I'b (mns 32-paspsanuoit cuctemsl) wim 20 I'b (mns 64-paspsaHoii
CUCTEMBI) CBOOOIHOTO MECTa Ha )KECTKOM JIUCKE;

e ucnosb3yeMble Opaysepsl: Internet Explorer 10, FireFox 64, Opera 57,
Chrome 61 u Gosiee mo3gHUE BEPCUH.

JIOTIOTHUTENBPHO PEKOMEHAYETCS BBIACIHTh B CETH CEPBEP XpaHCHUS
pE3epBHBIX KOMUM 0a3 TaHHBIX: OKOJ0 5TO TMCKOBOTO MPOCTPAHCTBA.

Kanan cBsizsu Mexnay cepBepamu He Menee 10 I'Oout/c. Kanam cBsizu ot
KJIIMEHTCKOM MaIlIUHbBI 10 cepBepa He meHee 50 MowuT/c.
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4. YcTaHOBKAa aBTOMATH3MPOBAHHOW CHCTEMBI

[IporpammHOe oOecniedeHne, HCIOIb3yEMOE IPH SKCILTyaTallii CUCTEMBI:

e OmnepaunoHHass cUcTeMa, [pEJHA3HAYEHHAs Uil  OpraHu3aluu
CEPBEPOB B BBIYMCIHUTEIBHBIX CETAX C COBPEMEHHBIM OOOPYTOBAHUEM:
Linux (Linux- coBMecTHUMbIE ONEpaIlMOHHBIE CHUCTEMBI TaKHE Kak

Ubuntu Server 20.04, Debian 10, Astra linux).

e NginX - OecrulaTHBIH NPOrpaMMHBIA BeO-cepBep, CIyKALIUH IS

OaJIaHCUPOBKU HAarpy3Ky Ha CauT.

e Mono - peanuzarus texHonoruu .NET Framework ot Microsoft B Buze

OTKPBITOTO TIPOTPAMMHOTO 00CCTICYCHUS

o PostgreSQL — cepBep 6a3 manHbpix. Cuctema paboTaeT Ha BEpPCUSIX

ceppepa 12 u 13.

e bBpaysep: Internet Explorer 10, FireFox 64, Opera 57, Chrome 61 u

OoJiee O3HUE BEPCHH.
¥YcranaBnusars [10 cnegyeT cTporo B OMMCaHHOM MOCIEN0BATEIILHOCTH
e VYcraHoBka Linux
e VYcranoBka NGINX
e ¥YcranoBka Mono
e VYcranoBka PostgreSQL Server

YcranoBka CuctemMbl TPOU3BOAUTCS U3 TEPMUHAIIA.
B kauecTBe Karanora ycTaHOBKU OyjieM UCIIOIL30BaTh /var/www/aspnet/
Co3manue Karajora

mkdir /var/www
mkdir /var/www/aspnet



5. YcranoBka Nginx

Nginx (mm Engine X) - ato OecraTHbii, ¢cBOOOAHbIN 1 MomHbINH HTTP- u
IPOKCU-CEPBEP C OTKPBHITHIM HCXOJHBIM KOJOM H apXHUTEKTypOil Ha OCHOBE
o0paboTku coObiTuii. OH HamucaH Ha s3bIke mporpammupoBaHuss C M MOXKET
pabortath B Unix-moJ00HBIX CHCTEMaX.

[lepen nr060M ycTaHOBKOM Bcerjna OOHOBISIMTE JOKAJIBHBIM PENO3UTOPHIA,
yTOOBl yOEIUTBCS, YTO BBl 3arpy’kaeTe MOCIEAHIO BEPCUI0 MPOrPaMMHOIO
oOecrieueHusl.

Jlanee Bce meicTBHsl OYIyT BBITIOJHATHCS OT UMEHHU root eciim Bbl paboTaere
MO/ OTJICTIbHBIM IOJIb30BaTEIEM, HEOOXOUMO TIepe] KOMaH1aMu 100aBiATh sudo.

BreceM n3MeHEHUS B CIIMCOK PEMO3UTOPUEB.
vi /etc/apt/sources.list

ynamum  “s” B http://download.astralinux.ru/astra/stable/orel/repository/ orel
main contrib non-free

SarpyanM CIIMCKH ITaKCTOB M3 PCIIO3UTOPHCB U 0OHOBHUM HX.
apt update

¥YcranoBka mc (Midnight Commander (aiinoBsiit MEHEIKED).
apt install mc

Ha JaHHOM 3TaIl€ Mbl MOKEM YCTAaHOBUTD IAKCT.

apt-get install mono-complete

[IpoBeprM BEPCHIO IMAKETa MONO KOTOPYIO MBI YCTAaHOBHJIU.
mono --version

JlomxkHa OBITE 4

Haunnaem oOHOBIIEHHE TaKeTa mMono.

sudo apt install apt-transport-https dirmngr gnupg ca-certificates
JloOGaBbTe peno3uropuit Mono B Bailly cCUCTEMY.

sudo apt-key adv --keyserver hkp://keyserver.ubuntu.com:80 --recv-keys
3FA7TE0328081BFF6A14DA29AA6A19B38D3D831EF
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echo "deb https://download.mono-project.com/repo/debian stable-stretch
main" | sudo tee /etc/apt/sources.list.d/mono-official-stable.list

Bpemenno 3a0nokupyeM J0CTyIl K 0UIIMaIbHOMY perno3utopuro Astra.

# deb http://download.astralinux.ru/astra/stable/orel/repository/ orel main
contrib non-free

OOHOBHUM CHHUCKHU ITAKETOB.

apt update

VYcranoBuM ux 0osiee HOBbIE BEPCUM.
apt upgrade

[TIpoBepuM BepcHIO TakeTa mono .
mono --version

Bepcuss nomxna ObiThb He MeHblle 6.12. Temnepp HEOOXOOUMO YCTaHOBUTH
nginx. Jlo6aBuM COOTBETCTBYIOIIUH PEMO3UTOPUI

deb [trusted=yes] http://nginx.org/packages/debian/ stretch nginx
OOHOBUM CITUCKHU TTAKETOB.

apt update

3amyckaemM yCTaHOBKY nginx.

apt install nginx

YrtoOsI 3amycTUTh cepBHUC NgInX, BHITTOJTHUTE.

systemctl start nginx

3areM HEOOXOUMO J100aBUTh IPOrPAMMY B aBTO3arpy3Ky.
systemctl enable nginx

Ecnu Bce OBIIO CAeNaHO MPaBUIBHO, TO, OTKPBIB aJIpeEC CepBEpa, HA KOTOPBIN
BbI yCTaHaBJIUBaAIU NgInX, BBl YBUAUTE CTPAHUILY 110 YMOTYAHUIO.

He 3a0pIBaiiTe ynansaTh HEHYXHbIE CTOPOHHUE PEMO3UTOPHH TIOCIE TOTO, KaK
YCTaHOBKA U3 HUX 3aBEpIICHA.



5.1 Hacrpoiika Firewall

Nginx BKJto4aeT B ceOs ciykeOHbie ¢aitnbl firewalld, koTopbie yka3bIBaioT,
yto cimyxk6a ucnonszyer noptel 80 (HTTP) u 443 (HTTPS) nns BeG-Tpaduxa.
[ToaTromy BaM HEOOXOAWMO OTKPBITH M BKIIOYUTH 3TH TOPTHI, YTOOBI pa3pelIuTh
HNOCTOSTHHBIN JOCTYII.

Otkpoiite nopt HTTP u HTTPS ¢ noMo1ibto KoMaHz:

sudo firewall-cmd —--permanent —-—-zone=public -—add-
service=http --add-service=https

sudo firewall-cmd --reload

sudo firewall-cmd --list-services --zone=public

5.2 IlpoBepka gocryna

Hcnons3yiite netstat, 4TOObI BBIBECTH CHUCOK BCEX OTKPBITBIX IMOPTOB H
yOeIUThCsl, YTO BBl yCHEIIHO OTKPBLIN 80 1 443:

netstat -tulpn

Haiimute IP-agpec u ckomupyiite ero. UtoOwl yBuumetrs IP-ampec Barmero
cepBepa, BBEAUTE B TEPMUHAIIE CIEAYIOLIYIO KOMaHAY:

ip addr

3aTeM oTKpoiiTe BeO-Opay3ep u BctaBbTe [P-anpec (nau uMst foMeHa) B CTPOKY
URL. Ortkpoercst cTpaHuna MNpUBETCTBUS Nginx, MNOATBEPKAAIOIIAs, YTO BBI
YCHEIIHO YCTAHOBWJIM U HACTPOUIIU CEPBED.

5.3 Hactpoiika Nginx

3mecy W jJanee MCHONb3yeM HMS KOMIIBIOTEpa webserver name W MyTh K
KOMILIEKCY /var/www/webserver name/

[IpuBeneM KoH(MUT K TAKOMY BUIY:

[etc/nginx/nginx.conf

user www-data;

worker_processes auto;

pid /run/nginx.pid;

include /etc/nginx/modules-enabled/*.conf;

events {
worker_connections 768;
# multi_accept on;
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http {

Ht
# Basic Settings
H

sendfile on;

tcp_nopush on;
tcp_nodelay on;
keepalive_timeout 65;
types_hash_max_size 2048;
# server_tokens off;

# server_names_hash_bucket_size 64;
# server_name_in_redirect off;

include /etc/nginx/mime.types;
default_type application/octet-stream;

HH
# SSL Settings
#HH

ssl_protocols TLSv1 TLSv1.1 TLSv1.2; # Dropping SSLv3, ref: POODLE
ssl_prefer_server_ciphers on;

Ht
# Logging Settings
Ht

access_log /var/log/nginx/access.log;
error_log /var/log/nginx/error.log;

#HH
# Gzip Settings
#HH

gzip on;

# gzip_vary on;

# gzip_proxied any;
# gzip_comp_level 6;
# gzip_buffers 16 8k;
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# gzip_http_version 1.1;
# gzip_types text/plain text/css application/json application/javascript text/xml
application/xml application/xml+rss text/javascript;

H
# Virtual Host Configs
H#

include /etc/nginx/conf.d/*.conf;
include /etc/nginx/sites-enabled/*;

#mail {
# See sample authentication script at:
# http://wiki.nginx.org/ImapAuthenticateWithApachePhpScript

# auth_http localhost/auth.php;
# pop3_capabilities "TOP" "USER";
# imap_capabilities "IMAP4rev1" "UIDPLUS";

server {
listen localhost:110;
protocol pop3;
proxy  on;

}

server {
listen localhost:143;
protocol imap;
proxy  on;

HAFHFHFHFHFHFHHHHFHFHFHFHFHHFHH

}

Cosmaem daitn mcedit /etc/nginx/conf.d/aspnet.conf ¢ comepxumbim:
server {

listen 80;

server_name localhost;

access_log /var/log/nginx/access.log;

root /var/www/webserver_name/;

client_max_body_size 20M;

charset UTF-8;

location / {
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index index.html index.htm default.aspx Default.aspx;
fastcgi_index default.aspx;

fastcgi_pass 127.0.0.1:9000;
include /etc/nginx/fastcgi_params;

B daiin /etc/nginx/fastcgi_params mo6aBiisieM CIICIYIONIUE CTPOKH:

fastcgi_param PATH_INFO
fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;

co3gaeMm marnky /var/www/webserver _name/

mkdir -p /var/www/webserver_name

chown www-data:www-data /var/www/webserver _name/
chmod 777 /var/www/webserver _name/

B OTY IAIIKy YCTaHaBJIMBACM KOMIIJICKC.

CnenaeM NMpoOBEPKY.

nginx —t

OmmoO0K OBITH HE JOJKHO.

3aTeM JenaeM pecTapr:

nginx -s reload

Ycranosum fastcgi-mono-server4 u mono-xsp4

apt-get install mono-fastcgi-server4 mono-xsp4
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6. YcranoBka PostgreSQL

Jlannast uHCTpyKIMA pazpabotana 1yt Astra Linux Special Edition 1.6
Bepcuto OC MOXHO IPOBEPUTH C TOMOIIBIO KOMaH/IbI.

Isb_release -a

WITH

cat /etc/astra_version

BHumanue kpaliHe He pEKOMEHyeTCsl UCIIOJIb30BaTh I aIMUHUCTPUPOBAHUS
noJsib3oBarens root. B cucreMe HeoOX0auMO cO31aTh OTAENIBHOTO IOJB30BATENs U
OCYULIECTBJISITh YCTAaHOBKY W JaJIbHEHIIEE aJIMUHUCTPUPOBAHME, HCIIONB3Ys 3Ty
YYETHYIO 3anuch. 110s1b30BaTeNb, BBINOIHAIOMNWNA YCTAHOBKY, JIOJDKEH UMETh IPaBa
Ha BBIMOJIHCHWE KOMaHIbl SUAO. JOMONHUTENbHYI0 WHPOPMAIMI0 MOXKHO HAWTH B
"Toxymenramun OC", "PykoBomacTtBo agMuHHMCTpaTtopa, 4acte 1" B pasnmeme "l.
AIMUHUCTPUPOBAHUE OC".

Pexomennyercsa PostgreSQL He Hmxke Bepcum 12. PaccMoTpeHa ycTaHOBKa U
HacTpoiika PostgreSQL Bepcuu 14.

JUisi yCTaHOBKM HEOOXOAMMO MOAKIIOYUTH O(UIMAIbHBIE PENO3UTOPUU
PostgreSQL.

Astra Linux SE 1.6 moctpoena ma OC Debian 9 (Stretch). [dns noGasnenus
PENO3UTOPHS BBIITOJIHUTE:

sudo sh -c 'echo "deb http://apt.postgresgl.org/pub/repos/apt stretch-pgdg
main" > /etc/apt/sources.list.d/pgdg.list’

Y CcTaHOBUTE KIIFOY ITPOBEPKU MOJIMHHOCTH:

wget -O - https://www.postgresqgl.org/media/keys/ACCC4CF8.asc | sudo
apt-key add -

B pe3ynpraTe ycTaHOBKM MOXET BO3HMKHYTH omuOka "OIIMBKA:
Ceptudukar «www.postgresql.org» HeM3BecTHO KeM BbinyleH." st ee ycrpaHeHus
HEOOXOIUMO:

1. IIpoBepuTh, 4TO YCTAaHOBJICH NakeT ca-certificates.
dpkg -s ca-certificates

Ecnu nakeT He yCTaHOBJIEH, YCTAHOBUTB:

sudo apt install ca-certificates

2. IIpoBeputh Hamuue kopHeBoro ceprudukara DST Root CA X3.
awk -v cmd="openssl x509 -noout -subject' ' /BEGIN/{close(cmd)};{print |
cmd}' < /etc/ssl/certs/ca-certificates.crt | grep "DST Root CA X3"
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VY ceptudpukata DST Root CA X3 uctek cpok nerictBust 30 centsiops 2021
roja.

Ero namuume B cuctemMe MOXET MPUBOAUTH K MpoOJeMaM MpH JOCTyHe K
caiftam, ucnoip3ytonium ceptudukar ot Let's Encrypt.
J1i uckItoueHus cepTU(UKaTa BBIMOTHUTE KOMAH/IbI:
sudo sed -i

's/mozillaV/DST_Root_ CA X3.crt/!'mozillaVDST_Root CA X3.crt/' /etc/ca-
certificates.conf

sudo update-ca-certificates

ITocne aToro IIOBTOPUTC YCTAHOBKY KJIXO4a, HpO6JI€Ma HC I0JIDKHA BOBHUKHYTDH

wget -O - https://www.postgresqgl.org/media/keys/ACCC4CF8.asc | sudo
apt-key add -

OOHOBHUTE CIUCOK PETO3UTOPHUER:
sudo apt update
Jist yctanoBku PostgreSQL BBIMOTHUTE KOMaHY.
sudo apt install -t stretch-pgdg postgresgl-14
3anyctute b/l 1 BKIIOUKTE aBTO3arpy3Ky, OCJE Yero IPOBEPHTE CTATYC.
sudo systemctl enable postgresql
sudo systemctl start postgresql

systemctl status postgresql

Jlns  mpoBepku pabOTOCIIOCOOHOCTH TEPEKIIOUMTECh Ha  TOJIh30BATEINs
postgres, aBTOMaTHYECKH CO3/IaHHOTO MPH YCTaHOBKE:

sudo -i -u postgres
[IpoBeppTe 3ampoc U3 KOHCOJIH, 3aIPOCUB BEPCUIO:

psqgl -c "SELECT version();"

Boitnute B koHcosb PostgreSQL, BeimomHuB komanay psql u, Hampumep,
3alPOCUTE CIUCOK 0a3 JaHHbBIX, KoMaHa0i \I

psql
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st mactporiku PostgreSQL Boiinutre B koHconb PostgreSQL. Buumanue,
00s13aTeTbHO YCTAHOBUTE MApOJIb IS MOJIb30BATENS postgres

\password postgres

[To ymomuanuto goctym kK cepBepy 0a3 manubix PostgreSQL ocymiectBisercs
TOJIBKO C JIOKJIbHOI'O XOCTa.

ss -tunelp | grep 5432

Jlns  paspemieHuss J0CTylla W3 CETH HYXKHO OTpeJaKTHpoBaTh  aiii
postgresql.conf.

sudo nano /etc/postgresgl/14/main/postgresql.conf
Haiinure cTpoky
#listen_addresses = 'localhost'
PackommenTupyiite ee u 3ameruTte 'localhost' Ha "',
listen_addresses = "*'
[Iepesanycture cepBuc.
sudo systemctl restart postgresgl
[IpoBeppTe, 4TO MOPT MPOCITYIIMUBAETCS ISl BCEX aPECOB
ss -tunelp | grep 5432
Otpenaktupyiite daiin pg hba.conf

echo "host all all all md5" | sudo tee -a
letc/postgresqgl/14/main/pg_hba.conf

IlepesanmycTure cepBuc
sudo systemctl restart postgresql
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7. YeranoBka IIK:

[TIK MOeT ObITh YCTAaHOBJIEH TOJIbKO, €CJIM Ha KOMITBIOTEPE YKE YCTaHOBJICHBI
BBIILIICTICPEYHCIICHHBIC KOMITOHEHTHI (OnepaiimonHas cuctema Linux Server, Nginx,
Mono, PostgreSQL cepsep).

Ckauaiite ¢ FTP-cepBepa paspaboTunka U pazapxuBuUpyuTe daiin
uHctasitopa ASPnetSetupl0.06.116.exe. (Homep BepcHUM MOXKET OTJIMYATHCH).
CopnepxuMoe manky CKOMUpYWTe B KaTayor /var/www/webserver name/ co3gaHHbIN
B Xoj1¢ HacTporiku NginX (cwm. 1. 5.3 maHHOW UHCTPYKITUH).

Jlanee HyXHO Tepe3anmyCTUTh NZINX BOCHOJIb30BABIIMCH KOMAH0H OT UMEHHU

pyra:

service nginx restart
Takxe Hy)xHO niepe3anycTutb Mono:
systemctl restart mono

ITocne ycranoBku IIporpamMmHbIi KoMIuleKC «Omneka W IONEYUTEIBCTBOY
(GYHKIHOHUPYET KOPPEKTHO.



